@f Cinco Ranch

,"\ DERMATOLOGY

THISNOTICE DESCRIBESHOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESSTO THISINFORMATION.
PLEASE READ IT CAREFULLY.

NOTICE OF PRIVACY POLICY

The following is the privacy policy (“Privacy Poji§ of Cinco Ranch Dermatology (“Covered “Entitygs
described in the Health Insurance Portability amtcuntability Act of 1996 and regulations promusghthereunder,
commonly known as HIPAA. HIPAA requires Coveredtiifnby law to maintain the privacy of your persbhaalth
information and to provide you with notice of Cos@rEntity’s legal duties and privacy policies witspect to your
personal health information. We are required bytiaabide by the terms of this Privacy Notice.

Y our Personal Health Information

We collect personal health information from yowotigh treatment, payment and related healthcareatpes,
the application and enrollment process, and/ortheale providers or health plans, or through otheans, as applicable.
Your personal health information that is protedsgdaw broadly includes any information, oral, Wit or recorded, that
is created or received by certain health careiestiincluding health care providers, such as giess and hospitals, as
well as, health insurance companies or plans. aWwespecifically protects health information thahtains data, such as
your name, address, social security number, argfsitthat could be used to identify you as theviddial patient who is
associated with that health information.

Usesor Disclosuresof Your Personal Health I nformation

Generally, we may not use or disclose your pershealth information without your permission. Fethonce
your permission has been obtained, nvest use or disclose your personal health infolmnaiin accordance with the
specific terms that permission. The following &ne circumstances under which we are permittedalay tb use or
disclose your personal health information.

Without Your Consent

Without your consent, wenay use or disclose your personal health informaiioorder to provide you with
services and the treatment you require or reqoest collect payment for those services, and tadaat other related
health care operations otherwise permitted or reduby law. Also, we are permitted to discloserypersonal health
information within and among our workforce in orderaccomplish these same purposes. However, witanyour
permission, we are still required to limit such suge disclosures to the minimal amount of persdwealth information
that is reasonably required to provide those sesvir complete those activities.

Examples of treatment activitiesinclude: (a) the provision, coordination, or managemertte#lth care and related
services by health care providers; (b) consultabetween health care providers relating to a pgten(c) the referral of
a patient for health care from one health careigesvo another.

Examples of payment activitiesinclude: (a) billing and collection activities and relatédta processing; (b) actions
by a health plan or insurer to obtain premiumsootddtermine or fulfill its responsibilities for cerage and provision of
benefits under its health plan or insurance agreemgeterminations of eligibility or coverage, atigation or
subrogation of health benefit claims; (c) medicacessity and appropriateness of care reviewszatiin review
activities; and (d) disclosure to consumer repgrtagencies of information relating to collection mfemiums or
reimbursement.



Examples of health care operations include:

(a) development of clinical guidelines; (b) coniagtpatients with information about treatment adtgives or
communications in connection with case managementace coordination; (c) reviewing the qualificai$o of and
training health care professionals; (d) underwgitamd premium rating; (e) medical review, legavis®s, and auditing
functions; and (f) general administrative activst®ich as customer service and data analysis.

As Required By Law

We may use or disclose your personal health infoondo the extent that such use or disclosureduired by
law and the use or disclosure complies with antinited to the relevant requirements of such lalxamples of
instances in which we are required to disclose your personal health information include: (a) public health activities
including, preventing or controlling disease orestijury, public health surveillance or investigas, reporting adverse
events with respect to food or dietary supplementgroduct defects or problems to the Food and Rrdigninistration,
medical surveillance of the workplace or to evauahether the individual has a work-related illnes@jury in order to
comply with Federal or state law; (b) disclosuregarding victims of abuse, neglect, or domestidevice including,
reporting to social service or protective serviagencies; (c) health oversight activities includiraydits, civil,
administrative, or criminal investigations, inspeos, licensure or disciplinary actions, or civildministrative, or
criminal proceedings or actions, or other actigitreecessary for appropriate oversight of governrbengefit programs;
(d) judicial and administrative proceedings in @sge to an order of a court or administrative tmddy a warrant,
subpoena, discovery request, or other lawful pmcés law enforcement purposes for the purposiaritifying or
locating a suspect, fugitive, material witnessinigsing person, or reporting crimes in emergendeseporting a death;
(f) disclosures about decedents for purposes chwed donation of organs, eyes or tissue; (g)résearch purposes
under certain conditions; (h) to avert a seriousahto health or safety; (i) military and veterauasivities; (j) national
security and intelligence activities, protectivevimes of the President and others; (k) medicahbility determinations
by entities that are components of the Departménbtate; (I) correctional institutions and othewl@&nforcement
custodial situations; (m) covered entities that gowernment programs providing public benefits, &od workers’
compensation.

All Other Situations, With Your Specific Authorizah

Except as otherwise permitted or required, as destrabove, we may not use or disclose your perdwath
information without your written authorization. Moer, we are required to use or disclose your querls health
information consistent with the terms of your auiration. You may revoke your authorization to uselisclose any
personal health information at any time, excepghtwextent that we have taken action in reliancewrh authorization,
or, if you provided the authorization as a condit@f obtaining insurance coverage, other law presithe insurer with
the right to contest a claim under the policy.

Miscellaneous Activities, Notice

We may contact you to provide appointment remisdar information about treatment alternatives dreot
health-related benefits and services that may hetefest to you. We may contact you to raise $uiwdl Covered Entity.
If we are a group health plan or health insurassadr or HMO with respect to a group health plasmway disclose your
personal health information to be sponsor offilaa.

Your Rights With Respect to Your Personal Health Information

Under HIPAA, you have certain rights with resptecyour personal health information. The followiisga brief

overview of your rights and our duties with respectnforcing those rights.

Right To Request Restrictions On Use Or Disclosure

You have the right to request restrictions on é@erteses and disclosures of your personal healtbrrimdtion
about yourself. You may request restrictions on the following uses or disclosures: to carry out treatment, payment, or
healthcare operations; (b) disclosures to familymimers, relatives, or close personal friends of guaak health
information directly relevant to your care or payreelated to your health care, or your locatioeneral condition, or
death; (c) instances in which you are not presegbor permission cannot practicably be obtainegl tuyour incapacity
or an emergency circumstance; (d) permitting offegsons to act on your behalf to pick up filledsorgtions, medical
supplies, X-rays, or other similar forms of perdomealth information; or (e) disclosure to a pubdic private entity
authorized by law or by its charter to assist sadter relief efforts.
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While we are not required to agree to any requesstliction, if we agree to a restriction, we boaind not to
use or disclose your personal healthcare informaiio violation of such restriction, except in ca&rteemergency
situations. We will not accept a request to retstises or disclosures that are otherwise requiyedw.

Right To Receive Confidential Communications

You have the right to receive confidential commatimns of your personal health informatiokVe
may require written requests. We may condition pinevision of confidential communications on you
providing us with information as to how paymenthe handled and specification of an alternativerasis or
other method of contact. We may require that aesticontain a statement that disclosure of al part of the
information to which the request pertains couldager you.We may not require you to provide an explanation of
the basis for your request as a condition of priagicommunications to you on a confidential ba¥i&e must permit
you to request and must accommodate reasonablestsduy you to receive communications of persoealth
information from us by alternative means or atraliive locations. If we are a health care plas, must
permit you to request and must accommodate reagomafjuests by you to receive communications of
personal health information from us by alternativeans or at alternative locations if you clearbtesthat the
disclosure of all or part of that information co@ddanger you.

Right To Inspect And Copy Your Personal Health infation

Your designated record set is a group of recorsnaintain that includdeledical records and billing records
about you, or enrollment, payment, claims adjudicatand case or medical management records syssams
applicable. You have the right of access in order to inspedtahtain a copy your personal health informationtamed
in your designated record sexcept for (a) psychotherapy notes, (b) information complredeasonable anticipation of,
or for use in, a civil, criminal, or administratiaetion or proceeding, and (c) health informaticaintained by us to the
extent to which the provision of access to you widaé prohibited by lawWe may require written request#/e must
provide you with access to your personal healtbrimation in the form or format requested by youit ifs readily
producible in such form or format, or, if not, imeadable hard copy form or such other form or tarmiWe may provide
you with a summary of the personal health infororatrequested, in lieu of providing access to thesgwal health
information or may provide an explanation of thespaal health information to which access has lpgewided, if you
agree in advance to such a summary or explanatidragree to the fees imposed for such summary aeation. We
will provide you with access as requested in alifmeanner, including arranging with you a convenigme and place to
inspect or obtain copies of your personal healtbrmation or mailing a copy to you at your requédte will discuss the
scope, format, and other aspects of your requestdoess as necessary to facilitate timely accésgu request a copy
of your personal health information or agree toummary or explanation of such information, we mdnarge a
reasonable cost-based fee for copying, postagmuifrequest a mailing, and the costs of preparimgglanation or
summary as agreed upon in advance. We reservegtiteto deny you access to and copies of certainopal health
information as permitted or required by law. Wd vaasonably attempt to accommodate any requegieicsonal health
information by, to the extent possible, giving yaacess to other personal health information afielueing the
information as to which we have a ground to dergeas. Upon denial of a request for access or sédoreinformation,
we will provide you with a written denial specifgihe legal basis for denial, a statement of ymlnts, and a description
of how you may file a complaint with udf we do not maintain the information that is thabject of your request for
access but we know where the requested informaioraintained, we will inform you of where to ditgour request for
access.




Right To Amend Your Personal Health Information

You have the right to request that we amend yeusgnal health information or a record about youtaioed in
your designated record set, for as long as theydatd record set is maintained by us. We haveighéto deny your
request for amendment, if: (a) we determine thatittiormation or record that is the subject of tequest was not
created by us, unless you provide a reasonabls tzabelieve that the originator of the informatismo longer available
to act on the requested amendment, (b) the infoom# not part of your designated record set naamed by us, (c) the
information is prohibited from inspection by law, @) the information is accurate and complete. Mé&y require that
you submit written requests and provide a reas@upport the requested amendment. If we deny rearest, we will
provide you with a written denial stating the basfishe denial, your right to submit a written staent disagreeing with
the denial, and a description of how you may fileomplaint with us or the Secretary of the U.S. &apent of Health
and Human Services (“DHHS”). This denial will algaclude a notice that if you do not submit a staat of
disagreement, you may request that we include segurest for amendment and the denial with any éutlisclosures of
your personal health information that is the subgcthe requested amendment. Copies of all raguédgnials, and
statements of disagreement will be included in yaesignated record set. If we accept your redfoestmendment, we
will make reasonable efforts to inform and provide amendment within a reasonable time to perstergified by you
as having received personal health informationaefry prior to amendment and persons that we knaw tiee personal
health information that is the subject of the anmedt and that may have relied, or could foreseesdily; on such
information to your detriment. All requests for@miment shall be sent to our Privacy Officer

Right To Receive An Accounting Of Disclosures QfuY Personal Health Information

Beginning April 14, 2003you have the right to receive a written accounth@ll disclosures of your personal
health information that we have made within the @) year period immediately preceding the datewdrich the
accounting is requested. You may request an atioguof disclosures for a period of time less tisan(6) years from
the date of the request. Such disclosures wiluitelthe date of each disclosure, the name andpifvk, the address of
the entity or person who received the informatebyief description of the information disclosedda brief statement of
the purpose and basis of the disclosure or, indfeauch statement, a copy of your written auttadian or written request
for disclosure pertaining to such informatiowe are not required to provide accountings of disclosures for the following
purposes. (a) treatment, payment, and healthcare operat{bhslisclosures pursuant to your authorizatichd{sclosures
to you, (d) for a facility directory or to persoimvolved in your care, (e) for national securityimtelligence purposes, (f)
to correctional institutions, and (g) with respéatdisclosures occurring prior to 4/14/03. We reseour right to
temporarily suspend your right to receive an actingrof disclosures to health oversight agencietaar enforcement
officials, as required by law. We will provide tfiest accounting to you in any twelve (12) mon#ripd without charge,
but will impose a reasonable cost-based fee fgrarding to each subsequent request for accountitignwthat same
twelve (12) month period. All requests for an agdng shall be sent to our Privacy Officer.

Complaints

You may file a complaint with us and with the Qgary of DHHS if you believe that your privacy righhave
been violated. You may submit your complaint intvvg by mail or electronically to our privacy ofer, Wesley Conner
at 2643 Commercial Center Blvd Suite B360 Katy, T2494; phone number 281-891-3690. A complaint maste the
entity that is the subject of the complaint andcdés the acts or omissions believed to be in timtaof the applicable
requirements of HIPAA or this Privacy Policy. Amplaint must be received by os filed with the Secretary of DHHS
within 180 days of when you knew or should havevkmahat the act or omission complained of occurrgdu will not
be retaliated against for filing any complaint.

Amendmentsto this Privacy Policy

We reserve the right to revise or amend this Py\Ralicy at any time. These revisions or amendmemdy be
made effective for all personal health informatiee maintain even if created or received prior ® ¢ffective date of the
revision or amendmentWe will provide you with notice of any revisions amendments to this Privacy Policy, or
changes in the law affecting this Privacy Noticg,nbail or electronically within 6@lays of the effective date of such
revision, amendment, or change.

On-going Access to Privacy Policy
We will provide you with a copy of the most receetsion of this Privacy Policy at any time upon yauitten
request sent to Wesley Conner at 2643 Commerciate€&lvd Suite B360 Katy, TX 77494; phone numbel-391-
3690 or at the following website address: www.ctheran.com. For any other requests or for further information
regarding the privacy of your personal health infation, and for information regarding the filingatomplaint with us,
please contact our privacy officer, Wesley Conaethe address, telephone number, or e-mail adtisess above.



